Story about fight against cyber gangsters

SPEARS AND SHIELDS
ON ONLINE GAME

Seunghyun Seo a.k.a.

truefinder

® KHDP
¢ Board member of Korea Hacking Document Project
e Team Syrinx won in World Information Security Olympia 2001
® HackersLab (3 years)
¢ Pen-tester, administrator of drill.hackerslab.org
® Webzen (2 years)
¢ Win32 Deverloper, Online game maker (MuOnline, SunOnline,

® NHN Japan ( 4 years)
¢ Security Researcher, Major online game publisher ( DragonNes
Tera, R2, Elsword, PachinkoDX, LUNA twinkle ...)

® Japanese mobile giant ( 2012~ )
e Security Researcher, famous mobile game publisher




Era of online game:
Which side do we have to process data?
Which side do we put game logic ?
What communication methods

console game generation :
data and logic are all inside
the game machine

Which 1$!$!#




Issues in online game?

Technical overview of game
hacks
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Hp, mp, money, exp ...
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These tools help us to find out gkspeg
value from game by skimming over its
process memory
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FPS is frame per second, it means ha
many frames are processed per seco
Speed hack makes this FPS faster,

modifying time functions
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Graphics

Direct3D Hook

You can be a great
painter if you hook
these graphic functions
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(PEYTE)DXGameriook .n_Enc

static HRESULT WINAPI h_EndScene(LPDIRECTSDOEVICES pDevice):
typede! HRESULT(_ stdcali= EndScens_t)(LPDIRECTSDOEVICES) :
EndScens_t ora EndScene:

HRESLLT WINAPI DXGH: :h_EndScens{LPDIRECTS00EVICES pDevice)
{
DXGanstook DrasRect(cDevice, 40, 110, 50, 50, txtPink):

return org_EndScens(pDevigce) :
‘ I




Automation
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Their organized movement




Brute force attack
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80% of login tries came from Brute force
attack , it's about 8,000,000 times per day.




Is it really serious ?

MR R%E: Account balance
T F4%A: Available amount balance

997,294,598

Impact on business and
countermeasure before and
after
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Countermeasures ?

Security consulting before release

+ Security consulting in the early stage of game development
* Security auditing before release

Cheat detection system

« Activity based user pattern analyzing, abnormal user detecting

Tight manual monitoring

» Account auditing, banning and alerting

Strengthening authentication, 2 phase
authentication

* 1: deploying one time password
+ 2: deploying second password for game login

Countermeasures ?

Security education for staffs

* Security incident plan lecturing In the early stage
* Role explanation for security sustaining work

RMT Monitoring

» Negotiating with RMT sellers and auditing their accounts
» User agreement (RMT is not allowed)

User-side security campaign

» Calling user’s attention to keep their privacy and security thru periodical
campaign

Information gathering + Big data

+ Analyzing massive accounts, gold farming users, and dealer accounts




Let” s fix all the bugs in
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Be smarter, he is a double spy
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