
Story about fight against cyber gangsters 

Seunghyun Seo a.k.a. 
truefinder
 KHDP

 Board member of Korea Hacking Document Project
 Team Syrinx won in World Information Security Olympia 2001

 HackersLab (3 years)
 Pen-tester, administrator of drill.hackerslab.org

 Webzen (2 years)
 Win32 Deverloper, Online game maker (MuOnline, SunOnline, 

… )
 NHN Japan ( 4 years)

 Security Researcher, Major online game publisher ( DragonNest, 
Tera, R2, Elsword, PachinkoDX,  LUNA  twinkle …)  

 Japanese mobile giant ( 2012~ ) 
 Security Researcher, famous mobile game publisher 



When it comes to online… 

console game generation : 
data and logic are all inside
the game machine 

Era of online game: 
Which side do we have to process data? 
Which side do we put game logic ? 
What communication methods do we have 
to use ?
Which !$!$!#$!#$!#%^#^$ ?



Issues in online game?

Console game
• not connected
• play alone
• no trade
• no item purchasing 

Online game
• Account management
• Payment
• Trade
• Event
• Economics

Technical overview of game 
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Hp, mp, money, exp …
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Memory Search Engine
These tools help us to find out a specific 
value from game by skimming over its 
process memory

Position

In fact, every movement is
a kind of memory stuff



Nice view, ah！

Speed
FPS is frame per second, it means how 
many frames are processed per second, 
Speed hack makes this FPS faster, 
modifying time functions



files

Skill, item, monster, map, …



Graphics
Direct3D Hook 

You can be a great 
painter if you hook 
these graphic functions

Direct3d



Automation

ハッピー系, Happy愛国者系, Nationalist

聖戦系, Holy warブルー系, Blue

This business is already a sort of red ocean, 
There are many various malicious automation tools 
having been developed for long time

Beyond the automation

征服者系, Conquer



Wtf, Feel so 
bad !

Gangsters well organized

seller

Banker 
characters

Gold farming characters

seller
RMT Users

Their organized movement



Hell of security managers

 Massive accounts registration

 Massive brute force attack against paid users

 Daily-updated tremendous Chinese VPN

 Password steal thru key logger on infected PC

 Targeted account hijack

 Penetration into game server, office PC, CP

 Counterfeit server & client

 DDOS attack

 RMT (real money trade) 

Brute force attack

80% of login tries came from Brute force
attack , it’s about 8,000,000 times per day. 



Is it really serious？

帳戸余額：Account balance
可用余額：Available amount balance

997,294,599.00元
→83,107,883円

->1,040,020 $

Let’s close look at 
their banking account

Impact on business and 
countermeasure before and 
after

13800

12010

14000

8000

5000
4000

3500

2000

5000
6000

9000

11000

2008 OOOO game, user number and sales changes

before after user changes without countermeasure user changes with countermeasure

Game cheat  spread

Cheat 
countermeasure



Countermeasures？

• Security consulting in the early stage of game development
• Security auditing before release 

Security consulting before release 

• Activity based user pattern analyzing, abnormal user detecting

Cheat detection system

• Account auditing, banning and alerting

Tight manual monitoring

• １: deploying one time password
• ２: deploying second password for game login

Strengthening authentication, 2 phase 
authentication

Countermeasures？

• Security incident plan lecturing In the early stage
• Role explanation for security sustaining work

Security education for staffs

• Negotiating with RMT sellers and auditing their accounts
• User agreement (RMT is not allowed) 

RMT Monitoring

• Calling user’s attention to keep their privacy and security thru periodical 
campaign

User-side security campaign

• Analyzing massive accounts, gold farming users, and dealer accounts 

Information gathering + Big data



Let’s fix all the bugs in 
detail!

Be smarter, he is a double spy
151294831(151294831) 2011/11/21 21:00:07
也不准备上了吗（もう辞めるつもりですか）
魔魇ず風魂(273307315) 2011/11/21 21:00:49
伤不起（もう耐えないですね。この懲戒対応の調子でいくと）
386054320(386054320) 2011/11/21 21:02:08
哦 忒狠了（そうですね。懲戒対応は厳しいすぎるですね）
魔魇ず風魂(273307315) 2011/11/21 21:02:29
满级的就给我剩下一个..（カンストしたキャラクタは一個だけ残ってますね。
他のは全部BANされました。）
151294831(151294831) 2011/11/21 21:02:48
我也是，只有一个满级的了（私も、カンストなのは一個だけ残されました。）
150414744(150414744) 2011/11/21 21:03:46
我17个剩2个
今天才30多的又两个
伤不起
卖外挂了
（私は17個のうち２個だけ残ってます。）
248873543(248873543) 2011/11/21 21:26:32
1 3 4 5 6 7 8 9 区收货！有出的TTT（ゲーム内マネを買収の宣伝）
438500585(438500585) 2011/11/21 22:14:20
坚持就是胜利（もうちょっと頑張ってください。多分これから良くなるかも）



Thank you


